Automated Attendance and Safety Monitoring
Application

Design Challenge - Fall Hackathon
Event Date: Nov 4 - Nov 11, 2024

Background

In academic institutions, industrial settings, and public events like conferences and museum
exhibitions, managing attendance and ensuring safety compliance are critical tasks. Traditional
attendance tracking methods—such as manual sign-ins or badge scans—can be time-consuming, error-
prone, and inefficient. Similarly, monitoring safety compliance in industrial environments often
requires substantial human oversight, which may not always be feasible or effective.

Advancements in image and video recognition technologies offer new opportunities to automate these
processes. By utilizing cameras and intelligent software, it's possible to recognize individuals, verify
permissions, monitor behaviors, and ensure compliance with safety protocols in real-time. However,
implementing such systems raises important considerations around privacy, data protection, and
ethical use of surveillance technologies.

Challenge Overview

Participants in this hackathon are tasked with conceptualizing an Automated Attendance and Safety
Monitoring Application that leverages image and video recognition technologies. The application
should be capable of:

e Attendance Registration: Automatically register attendance at public events, academic
settings, or conferences through facial recognition or other biometric methods.

e Safety Compliance Monitoring: In industrial environments, scan individuals to verify
permissions for being in specific areas, monitor equipment usage, ensure compliance with
operational protocols, and verify safe behaviors when handling tools.

e Behavior Monitoring: Monitor attendee behavior in public spaces with specific regulations,
such as museums or conferences, to ensure adherence to rules.

The application must prioritize data privacy and security, offering varying levels of personal data
protection—from complete data recording to depersonalized data or options without data storage.

Participants are expected to provide a clear concept, design, and feasible features that demonstrate
how the application would work, along with its potential for technical implementation.



Suggested Features for the Automated Attendance and
Safety Monitoring Application

Note: These features are suggestions. Participants are encouraged to analyze the problem and
propose their own features, which may include these or new ideas based on their assessment.

Automated Attendance Registration

Facial Recognition Attendance: Use facial recognition to automatically register attendees as
they enter a venue or classroom.

Geofencing: Set virtual boundaries in industrial or public environments to ensure only
authorized personnel are in specific regions. Notifications can be triggered if unauthorized
individuals enter restricted or dangerous areas.

Real-Time Updates: Offer live updates of attendance records accessible to event organizers
or instructors.

Safety Compliance in Industrial Environments

Access Verification: Scan individuals to verify if they have permission to be in specific work
zones using biometric data and geofencing technologies.

Tools and Equipment Handling Monitoring: Ensure that personnel follow the correct
procedures for handling industrial tools and equipment. The system should be able to
recognize improper tool usage or unsafe handling, sending alerts if necessary.

Danger Area Detection: Identify if individuals enter hazardous zones without the required
protective equipment or clearance. The system can monitor whether employees are following
safety protocols like wearing helmets, gloves, or other necessary protective gear.

Correct Operational Behavior: Track and ensure that industrial protocols are followed, such
as safe operation of machinery and adherence to scheduled maintenance checks. If unsafe
behavior is detected (e.g., operating a machine without proper authorization or skipping a
safety check), the system can alert supervisors.

Task Scheduling and Compliance: Monitor if tasks and operations are completed within the
scheduled timeframe, ensuring that personnel adhere to established operational workflows and
deadlines.

Alert System: Send real-time alerts to supervisors if unauthorized access, incorrect tool
handling, or non-compliance with safety procedures is detected.

Behavior Monitoring in Public Spaces

Regulation Adherence: Monitor visitor behavior in places like museums or conferences to
ensure rules are being followed (e.g., no flash photography, maintaining social distancing).

Crowd Management: Analyze crowd density to prevent overcrowding and maintain safety
protocols.

Anonymized Data Collection: Collect data on visitor flow and behavior without storing
personal identifiers.



Data Privacy and Security

Consent Management: Implement features that obtain and manage user consent for data
collection and processing.

Data Anonymization: Offer options to depersonalize data, ensuring individuals cannot be
identified from stored information.

No-Storage Mode: Provide settings where data is processed in real-time without being stored,
addressing privacy concerns.

Compliance with Regulations: Ensure the application complies with data protection laws
like GDPR, CCPA, or other relevant regulations.

User Interface and Experience

User-Friendly Interface: Design an intuitive interface for administrators to set up and
monitor the system.

Transparency: Include features that inform users about data collection practices and how
their data is used.

Customization: Allow customization of features based on the specific needs of different
environments (academic, industrial, public events).

Deliverables and Design Requirements

Participants are expected to submit the following:

1.

2.

3.

Design Document:

o A detailed description of the application's features, user interactions, and technical
architecture.

o Discussion on how the application addresses privacy concerns and complies with data
protection regulations.

Wireframes or Prototypes:

o Visual representations of the application's interface, showcasing user navigation
through key features.

o Mock-ups of the administrator dashboard and user consent interfaces.
Presentation:

o A video presentation explaining the application, its potential impact, and how it
addresses the challenges of automated attendance and safety monitoring.

o Highlight ethical considerations and how the application ensures data privacy and
security.

Judging Criteria

Submissions will be evaluated based on the following criteria:



a) Information Gathering and Gap Analysis (15%):

o Effectiveness in researching current methods of attendance tracking and safety
monitoring.

o ldentification of unmet needs or challenges in existing solutions.
b) Features (20%):

o Relevance and utility of the proposed features in addressing the needs of event
organizers, educators, industrial supervisors, and attendees.

o Integration of privacy and data protection measures within the application's
functionality.

c) Design and Usability (15%b):
o User-centric design accommaodating the needs of both administrators and users.
o Clarity, intuitiveness, and accessibility of the user interface.
d) Feasibility (15%):
o Practicality of implementing the application with current technology.
o Consideration of scalability and adaptability to different environments.
e) Creativity (10%0):
o Innovation in problem-solving and feature development.
o Unique approaches to balancing functionality with privacy concerns.
f) Collaboration and Presentation (25%b):
o Teamwork and effective collaboration demonstrated during the hackathon.

o Quality and persuasiveness of the presentation materials.

Submission Instructions

All participants must submit their projects as a ZIP file containing:
e Design Documents
e Wireframes or Prototype Files
e Presentation Video (or link to the video)

Submissions should be made through the official platform by November 10, 2024. Stay tuned to the
Slack announcements channel for ongoing updates and important information.



